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Cybercriminals Love Email

• All it takes is one person clicking a harmful 

link or opening a malicious attachment for 

their computer or network to be infected.

• What is a spoofed email?

• How to check if an email is fake?

94% of malware is delivered through email!



Compromised via Email



Overview

Fake or Phishing Email:

• What is it?

• How are you hooked?

• How to identify it!



Common Ways Email is Used as a Hook

• Via email file attachments

• Via embedded links







Email Best Practices

✓ Identify if the email is internal vs 

external email

✓ Annalise unexpected emails

✓ Check it visually - trust your instincts 

and be skeptical

✓ Look for inconsistencies

✓ Never click on a rushed or urgent 

requests



Email Best Practices

Never transfer money or give out 

private information without 

verification. 

Practice your identification skills 

and be vigilant!



Thanks for Watching!


